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It is essential that the citizens of the United States be informed to

~ the maximum extent possible concerning the activities of their govern-

- ment, In order that it may protect itself and its citizens against

4

hostile action, overt or covert, and may effectively carry out its

VN, e
- " - i

" foreign po.licy and conduct diplomatic relations with all né.tions, it is

.equally essential for their government to protect certain official
infoz;r?nation against unauthorized disclosure. The reason for such
protection is not that sensitive irzfsrmation causes danger or emBarrass-
ment fo the government when it is in the hands of citizens, but that any
dissemination sufficiently wide to reach even a small part of our citizenry

, will reach foreign govérnments as well, Itﬂis the purpose of this Order
to provide for a just re sb.ltiti‘on of the conflict between these fwo essential
national interests in the manner herinafter provided.'

Now, therefore, by virtue of the authority invested in me by the
\

Constitution and statutes of the United States, it is hereby ordered as

} »
follows:
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Section 1., Security Classification Categories, Classification of

official information which requires protection against unauthorized

v

disclosure in the interest of national defense or foreign relations

(hereinafter collectively termed ''national security') shall be limited to

.’

- three categories, which, in descending order of importance, are "Top

. \
Secret', "Secret', and "Confidential.'" No other designations shall

* be used to identify official information or material as réquired protection

v

in the interest of national se‘curity,-except as otherwise expressly

»

provided by statute. .
{a) Top Secret, 'Top Secret'" means national security information
or material which requires the highest degree of protection because
its unauthorized disclosure 'C(;uld reasonably be expected to result -
in exceptionally (grave‘damage to the Nation, such as the outbreak
of w'ar; an armed attack against the U;ited States or its‘allies;' a
definite br-ea.k in diplomatic relations affectit.lg the vital interests
of the United Sta‘t?'s; or the compromise of vital military or defense
plans or of sensit‘;ve int'elligence operations or scientific or
technological developments .vital to national seé.uritya |
(b) Secret, "Secret! means national security information or
material which'requires protection because its unauthorized
disclosure céuldlx;easonably be expected to result in serious

9

damage to the Nation, such as jeopardizing an important element
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""of the foreign relations of the United States; endangering the

effectiveness of a program or policy directly and importanﬂy
related to the national security; or important military or

defense plan's or important intclligence operations, or

scientific or technological developments important to national

security, ' , e
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{c) Confidential, "Confidential” means national security information

or material the unauthorized disclosure of which could reasonably be

expected to damage the national security.

-

(d) The classification "Top Secret' shall be used extremely sparingly,

and shall be used only to designate information or material which

”

plainly comes within the definition herein contained. The classi-

fication "Secret" shall be sparingly us\ed. Any substantial do&gt; ,.‘. -

-

as to which of two security classifications is appropriate, or as to

whether material should be c@assifie :at all, shall be resolved in

favor of the less restrictive treatment,

Authority to Classify, Downgrade and Declassify.

Section 2,
The authority to classify information or material under this Order

shall be exercised only by those agencies and in the manner specified
below in subsections {a) ~ (i), Authority to downgrade and deé&lassify
may be exercised as provided in subsection (j). Except as the context

may otherwise indicate, the term “agency' as used in this Order shall

include department and go_ve?rnmental unit,
. , .

-, - 3 .
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(a) The authority for clas sification of national security information
or material as "T(Sp Secret" or "Secret" under this Order may be
exercised by the heads of the following agencies, and by such
responsible officials of those agencies as may be‘.dgsignated

pufsuant to the provisions of subsections (d) and (e) of this Section.

The White House

National Aeronautics and Space Ceouncil

Office of Management and Budget

Office of Science and Technology’ )

Office of Telecommunications Policy

Council of Economic Advisers ;

Council on International Economic Pohcy -

Office of Emcrgency Preparudncsu ,

Special Representative for Trade Negotiations

President's Science Advisory Committee

President's Foreign Intelligence Advisory Board

National Security Council

Central Intelligence Agency .

Atomic Energy Commission

Department of State ~

Department of Treasury - .
Department of Defense '
Department of the Army

Department of the Navy

Department pf the Air Force
Department of Transportation

Canal Zone Government

Federal Communications Commission
Agency for International Development
United States Arms Control and Disarmament Agency
Export-Import Bank of Washington
Department of Justice
Department of Commerce
General Services Administration .
National Aceronautics and Space Administration
United States Civil Service Commission ‘
United States Information Agency
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_{b) The authority for classification of national security information
or material as "Top Secret" or "Secret' under this Order may be
exercised by the heads of the following agencies without delegation:

-

Department of the Interior .
! . ' Department of Health, Education, and Welfare .

i ‘ Civil Aeronautics Board . \

Federal Maritime Commission -

! Federal Power Commission

fr I National Science Foundation T e et
. Panama Canal Company N ' -
‘ AN . .

*. {c) The authority for classification of national security information .
N ,
© or material as "Confidential" under this Order may be exercised by

\ - .
!

the heads of the agencies listed in subsections (a) and (b) hereof and
by the heads of the following agencies, and by such responsible
officials of those agencies as may be designated pursuant to the

provisions of subsectiox:xs (d), (e) and (f) of this Section,

-
-

The White House
National Aeronautics and Space Council
Office of Management and Budget
Office of Science and Technology
Office of Telgcommunications Policy
Council of Economic Advisers
Council on International Lconomic Policy
Office of Emergency Preparedness
Special Representative for Trade Negotlatlons
President's Science Advisory Committee
President's Foreign Intelligence Advisory Board
National Security Council ‘ :
Central Intelligence Agency
Atomic Encrgy Commission . . -
Department of State ‘ . -,
Department of Treasury
Department of Defense
Department of the Army i
Depa;t tment of the Navy :

artment of the Air I¥

" Approved. Bor Belpase 2000/09/14. GJA-RDP83-01022R000100040029-9
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Canal Zone Government

- Federal Communications Commmission

Agency for International Development P

United States Arms Control and Disarmament Agency

Export-Import Bank of Washington
Department of Justice : ,

Department of Commerce | -

" General Services Administration .
National Aeronautics and Space Admmmstratlon =
United States Civil Service Commission v

United States Information Agency

Department of the Interior

Department of Health; Education,” and Welfare
Civil Aeronautics Board - .

Federal Maritime Commigsion , .
Federal Power Commission o
National Science Foundation
Panama Canal Company -
ACTION

Tennessee Valley Authority

..

-

7/

S
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(d) '"Top Secret" classification authority shall be
exercised only by: | B )
| (1) the heads of the agencies Specified
in subsectlon (a) above and such of their
senior principal deputies and assistants,

,’and the heads and deputy heads of major

~elements of'thei%'respective agencieé’asy'“'l'4;“”-

hd

they may designate in ﬁritlng.
\5'(2) The heads of the agencias spec1fied
in (b) above, thhout delegatlon.
(e) "Secret" classifica§ion author;ty‘shall_be"
exerclsed only by: | .' f
"'(1) officxals with "Top Secret" classifi-
n'catlon ‘authority; and 7w"}J“'"f""“""f A
(2) officials designated in wmlting by a .. "~
‘fsuperior.in the same vertical channel of

command of supervision who himself has

"Top Secret" classificétion authbrity, except

FEER PRI P IR T L e Weegle - e

that such delegatlon may not be ‘made by the
headq of the agencies Specified in (b) above°
(£) "Confidential" clasaification authority shall

be‘exercised only by- L ;‘ RS

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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(1) officials with "Top Secret" and "Secret' classification

-

authority; and
(2) the heads of agencies specified in (c) above; and
(3) officials designated in writing by a superior in the same

vertical channel of command or supervision who has "Top
o

s
- -~y hd

Secret" or "Secret'' classification authority or who is the

P ~

head of an agency specified in (c) above, S

(g) All material classified under this Order shall be annotated

¢
2

in such a way as to indicate to a recipient which portions have been

determined to necessitate classification and at what level, This

annotation shall be accompiished bearing in mind that its purpose o

is to permit excerpting and other use of parts of the material

without either unnecessary classification or referral to the

-
-

original classifying authority.
(h) Unless the agency involved shall have provided by regulation
some other method of identifying the individual or individuals who

s

authorized the original classification .
. / o

-6 .
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_in each case, material classificd under this Order shall indicate

on its face the identity of the original classifying authority or
authorities, Where documents or items that incorporate information

or material that has already been classified under this Order are

-

involved, each document or item shall be clearly annotated in such

a way that it will be possible to identify the individual or individuals

- e

who originally classified 8ach component, Where the i.ndividual who' -

-

signs or otherwise authenticates a document or item has also
authorized the classification, no further annotation as to his identity
is required, '

(i) Any agency of the Government, whether or not authorized to
originate classified material, is authorized to ;'espond to classiﬁed-
matgrial directed to it by another agency, and to give its response
the same or any lower security classification as borne by the |
material originated by the other agency if the contents of the
response warrant.such classification under the provisions of
Section 1 of this Ofdex;. * Where an agency's response incorporates
clas siﬁed information or material diﬁrected to it by another

agency, the responding agency shall observe and respect

.

1

-7 -
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the classificati'ons assigned by the originating agency in ifs response,’
Under no circumstances shall this subsecction be relied on to classify
documents or material that can reasonably bé geparated from a
response or part of a ‘response t'hat requires classification,

Where a major operating contractor of an agéncy authoznized to

classify under this Order, it shall safeguard that information or

- e

material as if it were so elassified until such time as it shall have.

been reviewed for classification purposes by an appropriate govern-

ment official. . .

.

{(j) Except as otherwise pr(;x;ided by statute (see Section 12),
authority to declassify and downgrade national s.ecurity information
shall be exercised by: d

(1) Any classifying authority, with respect to information

~ :

.classified by him in his current capacity or by one 6f-his

predecessors in office; and

(2) A classify'ing aut}nority's superi?r‘or supervisor in the

samc; ci';-é.nnel ;)f commz;.nd or supervision wiéh respect to

information classified by the subordinate or his predece;sor?

-

in office while responsible to the superior or his predecessor

in office, ~

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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¢3) Such individuals as have been delegated the authority
possessed by .cla.ssifying authorities and their suberioi’s

as defined in paragraphs (1) and (2) above. The limitations

upon delegation of the authority to classify specified in

this Order shall not apply to delegations of the /auth;)\rity

BT
-—

to downgrade and declassify national security i'nf.o?méti'on_
and material cla;s;siiliezl pursuant t_; this Ord'er. Except -
for material officially tr;ar'isferred as defined in Section 4(c),
the authority to downgrade and deciassify shall be limited

to élassified material originating in the agency of the
decléssifying and downgrading authority, provided' that

the Interagency Review Committee established under

Subsection 10(d), of this Order may-recommend the down-

-

grading or declassification of any classified material to the

President,

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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Section 3, Classification. Each person possessing

classifying authority ehallrbe responsible for “the propriety -
of the classifications attributed to him under the provisions
of this Order. Both uneccessary classification and over-
classif{cation shall ee avoided, The head of each agency

. havlng classifying authority prusuant to this Order shall

-’

provide appropriate methods to monitor effectlvely Compllanct

- -

‘with the ClaSulflCatlon prov1ulons of this Order. “In no
case shall information be:classified in order to conceal
‘inefficiency or'administrative error, to,prevent embarrass-
ment to a person or ageeey, to restrain competition or

independent initiative, or to prevent for any other reason

., the release of informatipn which does not require protection
i . in the interest of national uecurity. The folloW1ng Spec1a1

L rules shall apply to classiflcation of information under thlS

. , ) 4
(a) Documents in general:

Document:s shall be classified according to
: their own content and not according to their

relationship Lo othcr documentsa Material

'”‘ : ';f; conLaining references to classified materlals

. which referenccu do not reveal classitied
. []

. information shall not be classified

Tl . . . ) . »
*

_'A pr;)ved For Release 2000/09/14 CIA R%P83 01022R000100040029 9
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N , ’ not so0 classifled shall be avoxded except
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¢
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(b) Physxcally«connchcd documenL
‘The classification of a file or groupkof
physica11y~connectcd documents. shall be
at least as high as that of the most .
| highly classifled document therein.' The
: ~ physical connection of "Top . Secret"»and\

. "Secret' documents with other documents_“': et

* . where such connecLlon wxll 91gn1ficant1y

  £3¢11itate current use or filing, Documents
separated from a file or group shall be
handled in accordance with their indivxdual

}classificationo

-~

2 (e) tMultlple cla55113cat10ns'

-

* A document, product, oOr substance shall bear

a classification at least as hlgh as that of

*
w”

its most%?ighly classified componentg The
- document, pfoduct, or substance shall bear
only one. overall classificatioﬁ,_notwithstand—
ing- the pages,. paragraphs, sections or components

°thereo£ bear different classifxcationse

Yo .

. " L] N
L LI N ’ 1

|
'
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(d) Information or matcrial furﬁishcd by a foreign
government or internatiomal organization:
’ Classified information or material Tirst furnished -
to the United States by a foreign government or

international organization shall eilther retain

its original classification, 6r be assigned a

United States classification. In elther case, the

P ‘,)"

~ ~

classification shall assure a degree of protection

equivalent to that required by the government or
international oxganization which furnished the

: . . .
information or material.

Section 4. . Declassification, Downgrading, and Upgrading,

. When classified information or material no lenger requires the

level of @rotection afforded by the current classification,

-,

it shall be downgraded or declassified. Classified information
or materlal no longer needed in current worklng files shall

" be promptly destroyed transferred or retired in accordance
with the provisions of appl;cable statutes and regulatlons in
order that classified inventories may be reduced to the minimuz
‘consistent with operational'requikements.and thq; costs
associatedeith the handling of classiﬁied information or

‘material may likewise.be reduced. Heads of agencies originatir

' - 12 -
Approved For Release 2000/09/14 | CIA-RDP83-01022R000100040029-9
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classificd information or material shall establish procedurces
to monitor compliance with all applicable rules governing down-

grading, declassification, destruction, transfer, ox retire-

"ment of classified information or material, Heads of such

agencies shall also establish procedures to insure the review

. v Y
of classified information or material on a systematic basis,

for the purpose of accomplishing downgrading, declassification,

destruction, transfers, or-retirement at the earliest practicable

dateo . h ¢

>

.Within thirty days after the effective date of this Order,

. each agency authorized to classify information shall submit

to the Review Committee established under Section 10(d) a.
description of the procedures it has adopted pursuant to this.

Section and to Sectionv3. In addition; each such agency shall

_make provision for the submission to that Committee of '

-

representative problems that confront it in determining whether

e

- . ) _ _
information . and material that it generates should

be classified under this Order ,and what level of classificatic
is appropriate. '

[ALTERWATIVE I]

{a) General. Except when the information is

.

- 13 = .
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determined to fall within the categories described in (b)
below, information classified under this Order shall Ee
declassified and downgraded in the following manner:

(1) Information or material initially classified "Top Secret,

-

"Secret, ' or "Confidential" shall be automatically ;d\eclassified

on the [tenth] anniversary of its origin,

b

(2) Information or rx;aterial initially classified "Top Secreth’

shall be automatically downgraded to Y"'secret’ on the

‘second anniversary of its origin and to "Confidential'' on
. - ,

the fourth anniversary of its origin. Information or material
initially classified "Secret" shall be automatically down-
graded to "Confidential!! on the second anniversary of its

origin, ~

hadR

(3) When warranted by [special] circumstances,‘ classifying auth-
orities may provide, at thetime of initial classification, for

»
L)

3

214 - | ]
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carlicer [or later] declassification
or downgrading than the schedule sct
forth above, In such cases, élaséifying
authorities shall designate a Special‘
date or eQent'on which ;hejdechséiQ'
fication or downgrading Qill;océ&r.
(4) Where warranted by 5pec1a1 circumstances, .
a clasolfylng auLﬁ6r1ty may [not more thaﬁ
. ' " ninety days prior to the scheduled de-
~ 'classificatioA of é'pérticular item] extend
the period-during which it sﬁall remain
classified for an. additional five years,
Inléﬁch case the mname of the classifying
. authority and the reason for the extension'
shall be appended to the itemo
[ALTERNATIVE I1] |
(a) Ceneral b Except when the information is deter=
mined to £211 within the special categories in
(B) below, informaﬁ&oh classified under this
o ... Order shall be declassified and downgraded in
: _; . the following ménner:. AR

(1) Top_Secret, Information or material

|
"

Approved For Release 2000/09/14 C:IL% DP83-01022R000100040029-9
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.originally classified ”Top Secret" shall be downgraded to
"Secret'" at the end of theAs‘c‘cond full calendar yc:atr
following the year in which it was originated,l downgraded to
"Confidential! at the end of the fourth fu11. caiéndar year

i following the year in which it was originatéd, and déélassified

. at the end of the tenth full calendar year follow.ing 'the___yf:af 1:1 .

- ~

which it was originated.

.

(2) Secret, Information And material originally c‘lassified
"Secret' shall be downgraded to "C;onfidential" at the end

of the second full calendar year following the year in which it
was originated, and declassified at the end of the eighth full
calendar year follbyving the year in which it was originated.

”

{3) Information and material originally classified "Confidential' shall be |

-

>

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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.

declassificd at the end of the sixth full calendar year
following the year in which it was originated,

(4) If it is determined at the time of origin ’that earlier
dates of downgrading and dcclassification than those set

. REN
- 'out above are appropriate, such specific dates as are

dotermined to be appropriate shall be assigned, ... =~ =57

-~

AN (5) Where warranted by special circumstances, a

\' classifying authority may [not more than ninety days
. \ 4

~

prior to the scheduled declassification of a particular
item] postpone the date of declassification for a period
not to exceed five years., In such cases the name of the
individual authorizing the extension and a statement in
writing setting forth the reasons for the extension shall

be appended to the item.

(6) When classified information or material subject

3

to a downgrading and declassification

¢ oy
nl?n

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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(b)

schedule is incorporated ir.xto a document or item, the
incorporating document or item, if not otherwise
classifiable, shall be subject to that same d‘lowngrading

or declassification schedule, When classified infc»‘rfna.tion
or material extracted from several sources subject to
different downgrgding and declass\ification s‘chéduiés"ié' -_._.'-.. "
incorporated into a rie:,v doecument. or item, the downgrading
and declassification dates"a,ssigned) the new document or item
shall be no earlier than the latest of those borne by the

gources,

Special Categories, -

(1) Classified information determined to fall within
the following categories may warrant some degree of . _
protection for an indefinite period, and therefore may

be exempted fror'n the provisions of Section 4(a) above

by an official a&’f:horiged to cla.ssifyA information o-r material

"Top Secret! In each case such official shall specify

on what ground this exception is available.

- 18 -

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9



' Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
- - ' i '

a, Information originated by foreign

governments or international
~organizations and furnished to the

United States on the understanding

that it be kept in éonfidenge.

. b. Information or material.

‘ : - such as the Atomic Energy Act; .

CTH) pcitaining to cryptography or to
inteiligence sources and methods;

ALTERVATIVE I

- (i4i) consisting of highly semsitive

+«  intelligence.

-

. ALTERNATIVE o ]

2 , o (1i4) consisting of sensitive intelligencé.
ALTERNATIVE I1L |

T o - '6iii)";e1ating to iqte}ligence sources

and methods.

by the head of a department or.agency,
. or his designee as defined in Section

1]

_2(d)(1) hereof,'as extremely sensitive

Approved For Release 2000/09/14 :'CIA?RDP83-01022R000100040029-9

(1) specifically covered by statute: - -

&+ Information which is identified in writing .

e
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in the sense that for a period of
‘indefinité duration its unauthorized
disclosure ‘
(i) would place in immediate jeopaxrdy
a person, syster, plan, project,
installation §r method" of operation

the continuing protection of which
’ : ..' ‘,.-'_ e “- __;...’-..:, —r’

~ is required in the interest of"

national security, or

ALTERNATIVE I '

{id) ﬁould seriously impair the effective
'fprmulakion or conduct o%'major
. . elements of United States foreign
policér...1
ALTERNATIVE I

(ii) would seriously impair the effective

. "~ formulation or conduct of United States

& o

"_“fdﬁeign policy° -
d. It is the intent of this Order that

‘classified information included in sub-
paragraph'g} above shallfbe kept té the

absolute minimum consistént with operational

Apprvoved'For Release 2000/09/14 :-CIACRPP83-01022R000100040029-9
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requirements in the interest of national
security, In all cases possible, infor-
mation determined to come within the

. provisions of subparagraph c.’ shall be

»

.

assigned dates ox events afté_r which such

o’

inforrnation inay be downgraded or declassified

e wtar t
- - -5

at the time of its original classifi:ca{i'on or upon .’
. v later review.’—Docurﬁents containing information
~ excluded from scheduled downgrading and
declassificalion under the provisions of sub-~

paragraph ¢, shall be annotated in the body

-

of the text to indicate clearly to the recipient

~ the information subject to the exclusion and
~

the reason(s) for such exclusion. Coo
{2) All information except that covered by subpara-

graph 4(b) (1) a.. above shall nevertheless be down-

)

graded or declassified if, upon review, it is determined

that such information no longer requires the higher

level of classification originally assigned or no

longer requires any classification, _

- 21 -
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(3) .NoLW1tthand1np the foregoing provisions of sub-
paragraph a(b)(l)c. information and material
included within its provisions shall, after the
expiratidn of ten years frdm the date of origin,
be subject to mandatory feview f;r declassifica-
tion bj the originating agency upon"the reqﬁest_

"of any agency or any member of the pubi;c provided
that such person descrlbes the information sou~hL
with sufficient partlcular;ty to enable the agenc§

pon31b1é'£or the review and determination to
,““w“d”mldentlfy it thhout an unreasonable’ expendlture
of time.,

.,ALTERNATIVE 11 .

-

(3) NotW1thetand1n0 the foregoing prov151ons of sub-
paragrapn 4(b)(L)c. 1n£ormatlon and material
1nc;uded within its provisions shall after the

-expiration of fwentv years from the date of origin,

be subject to mandatory review for declassifica-

“tion by the originating agency upon the request

R

of any agency or any member of the public provided .

that such person describes the information sought

with sufficient particularity to enable the agency

Approved For Release 2000/09/14 : CIA-RDP83- 01022R000100040029 -9
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identify it without an unreasonable c/pandlturc
of time. . |

(4) All information and material classified.pursuant to

Scetion 4(b)(L)g. of this Order shall be declassin-
fied at the end of BO_years'froijhe date of its
original classification i£ it” has not earlier.

been declassified. I A

-~ n

(c) Material Officially Tramsferred: In the case of materia’

transferred in conjunction with a transfer of function b

or pursuant to statute or Executive Order from pne agenc;
to another for the latter's use and .as part of its offi~
cial files‘or property,.as distinguishe& from transfers
mexely for pdrposes of storage, the receiving agency ”
.shall be deemed to be theﬁclassifying authority over sucf

‘material for all purposes under this Order, including de

classificatipn and downgrading.

() Material Not Officially Transferred: When any agency
pas in its pospession any classified matérial origin=-
ated in an agency which has since become defunct

~ and Qhéﬁe files and other propérty héve.pdt been
officially transferrpd-to anptper agépcy within the

meaning of subsection (c¢), above, or when it is

1mp0891b1e for the possessing agency to identify
Approved For Release 2000/09/14 : CIA-RDP83- 01022R000100040029 9
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fhe originating agency, and a reviecw of the

material indicates that it should be downgraded or
declassified, the said possessing agency shall have
power to declassify or downgrade such matcrial. If
it appears probabie_that anopher'agchgy may have a
substantial interest in wéether the classification of
any parciculér information should‘BGLMhinfifﬁéa, tho
pdssessing agency shall not exercise the power con-
ferred upoﬁ it B& tﬁis subsection, except with the
consent of the -other agency, until 30 days after it
has notified such other agency of phé nature of the
material and of its infention to declassify or down-

”

grade the same, During such 30~-day period the other

-

agency may, if it so desires, express its objections

te declassifying or downgrading the particular

material, but the power to make the ultimate decision

*a

shall reside in the possessing agency.

Downgréding: If the redipient 6f classified material

believes that .it has been ° .classified too highly, he
shall refer the matter with recommendations te the
appropriate downgrading and declassification authority.

YA

Apbroved' For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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(£) Up‘“;d;ug If the rcc:plcnb—if unclassificd informa-

tion or material believes that it should be classificd

or if the rccipicnt of classified information or

material believes that its classification is not suf-
. ficiently protective, he shall safeguard it in accord=~
ance with the classification deemed appropriate and
shall refer the matter with recommendations to the
approprigte'ciassifying\authori;y-foflsuéh"ééﬁ%bn as
would bg appropriate and effective., If upgrading
action is téken,'ihe date ofisuch action shall consti-
tute a new date -of origin insofar as the déwngrading or
declassification schedﬁ}e (paragréph (a).above) is

concerned,

' (g) Agencies Which Do Not Have Authority for Original
- '

Classification: The provisions of this Section &4
relating to the declassification of national security

information or material shall apply to agencies which,

Ve
L

under the terms of this Order, do not have current
authority for original classification of information
or material, but which formerly had original classify-

ing authority granted by Executive Order,

- 25 =
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() Notification of Change in Classification: In all

(1)

cascés in which action is taken to downgrade or de-
classify in a manner other than as originally
]

specified, whether scheduled or non~schedu1ed' the

actlon offxcxal of the custodlan of the records shall -
R
promptly notlfy all addressees to whom the information

ox material was originally transmitted-' Reclglent§’

Y
s

of original lnformatlon or material, upon recelpt of
notification of’ chaﬁge'in clasgification, shall notify
addressees to whom in turn they'have transmitted the
classified information or material.

Retroactive Application;: Effectlve on and after the

xmflrst day of the fourth calendar month commencing

after the date of thlS Order.

-

(1) No further assigznments of classified information

. or, material shall be made to Groups-1, 2, 3, or

Yo

4 under Executive Order 10964,
(2) Classified information 6r.ﬁaterial previously
assigned to”such Groups 1, 2, 3, or 4, when

-

Approve'd For Release 2000/09/14 : CIPé-EDP83-91022R000100040029-9
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withdrawn from current files or storagé for use,

shall be treated as follows:

a. Classmfled jiaformation or matcrial assxgned
to Groups 1, 2, oY 3, unless bpec1f1ca11y
determined otherwise py the orlg;pa},plass;fyw,
ing autﬁeritf; shall bé excluééd‘from thé'. "

: automatlc downgradlng and declassiflcatlon

’

provided by thlg_Order. The provxslons of §
Section &4(b)(3) and (4) are applicable to
this body of material. Notice of aséignment
to scheduled d&wngrading aﬁdudeé}éssification

shall be given to all holders.’ )

b. Classified‘iﬁformation or material assigned

to Grgup.h shali be subject to automatic
‘dewngraging and declassification aé provided

by this Order;'and shall be marked accordingly.

-

(3) Classxixed information’ or materlal not previoﬁsi}7
ags*gned to Groups 1 2,. 3, or 4 under Exccutlve
Order 10964 ‘when thhdrawn from current flles or

ﬂtorage for use, shall be evaluaned by the holder

Approved'For Release 2000/09/14 : CIA-RDP83-01,022R006100040029-9
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A4
to determine whether it should be subject to the ‘

scheduled downgrading and declassification

-

provided by this Order. In making such dectermina~

tion, the holder shall firsc obtain the concurrcnce

-

of ‘the originating agency, except for material
RN

‘_o£f1c1ally transferred in whxch case the provisions
©of 4(c¢) shall apply. o e wamer e .

R4

. Approved For Release 2000/09/14 : CIAZRDP83-01022R000100040029-9
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l N o SocLlBi' 5. Marking of (1:1%3 ficd Material, After a dete
i , :

i

mination of the proper sccurity classmflcation to be assigned
" has been made in accordance with the provisions of this Order;
the classified material éhall be marked as follows:
(a) Classifiéation,‘DOanrading and Declassification
Markingé“ At the time'of ;riginatioh, eéch éocument or other |

4

material containing classxflod 1nformatlon shall be marked w;th
. ' its assigned securlty classification and w1th any ;;her require
markings, and in addition shall either be marked with the down-
- grading and declassification schedule required under subsection
(a) of Section 4 of this Orvder or indicate that the information
ii requires security classification protection for an indefinite

-

period as provided in subsection (b) of Section 4.

—— S TTETIW

(b) Bound Documents: The' assigned security classificatior
~

of bound documents, such as books or pamphlete,iﬁhe pages of

which are permanently and securely fastened together, shall be
conspicuously marked or stamped on the outside of the front
cover, on the title page, on the first page, on the back page an

; ’ )
on the outside of the back cover. In each case the markings

shall be applied‘to the top and bottom of the page or cover.

"(¢) Unbound Documents: The assigned security classificatic

. . s L . . *
on unbound documents, such as letters, memoranda, reports,

, - 29 -
! " Appraved For Rélease 2000/09/14 : CIA-RDP83-01022R000100040029-9




»

Approved For Relo_é\se 2000/09/4 : CIA-RDP83-0'Ma22R000100040029-9
telegrams, and other similar documents, the pages of which are

not permanently and securely fastened together, shall be con-
spicuously marked or stamped at the top and bottom of each page,

in such manner that the marking will be clearly visible when the

pages are clipped or stapled together. SR

(d) Charts, Maps, and Drawings: Classified charts, maps,
and drawings shall carry the security classification marking
o F - -

under the legend, title block,~or scale in such mamner that it «

will be reproduced on all copies made therefrom, Suéh classifi-

~

cation shall also be marked at the top and bottom in each

PP

instance.
(é) Photographs, Films and Recordings: Classified photo-
graphs, films, recordings;'and their containers, shall be con-

sPicuousl§ marked with the assigned security classification.

A

(f) Products or Substances: ‘The assigned security classie-

"fication shall be conspicuously marked on classified products or

)
"

substances, if possible,":and on their containers, if possible, or,

if the article or container cahnot be marked, written notification
# AR .

of such classification shall be fu?ﬁished to recipients of such

products or substances.

(g) Reproductions: -All copies or reproductions-of classi-
8. PLTOC ' , P _reprod 3

fied material shall be appropriately marked or'stampéd.;p the

same manner as the original.

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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(h) Transmittal Documents: A transmittal document shall

carry on it a prominent notation as to the classification of the

information which is carried with it, and a legend showing the

a

classification of the transmittal document standing alone,

Y

F

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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(i) Unclassified Material: Normally, unclassified mate-

- rial shall not be marked or stamped "Unclassified" unless it

is essential to convey to a recipient of such material that it

has been examined specifically with a view to imposing a

security classification and has been determined not, to require

Y

-

such classifications

o

(j) Change or Removal of C13531f1catlon. Except~as.pr0r

~.

vided in this subsectlon, whenever classmfled material is

i’

downgraded, declassified or upgraded, the material shall be

T

promptly and conspicuously marked or stamped to indicate fthe

change the authorlty for the actlon, the date of the action,
and the identity of Lhe person or activity taklng.the action,
In addition, the old c13551f1catlon marklngs, wherever they
appear, if.practicable, but in any event on the firs;ﬁgage,
shall be cancelled and the new,lif any, substituted; |

(1) In cases where c13551£1ed mater:al is downgraded
or declassified unﬂeh‘the prov151ons of section 4 of the Order,
and is appropriately marked.W1th the gchedule,for downgrading .
and declassificacion, such markings shall suffice to'meét the
aforementioned reéui;ements.

(23 in each case where Ehé voluime of material held by.

a custodian is such that prompt.marking of each classified

item could not be accomplished without interfering unduly
Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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with the conduct of operations or without employing additional

"personnel, such custodian may authorize and issue written

N .
instructions governing the use of downgrading ané declassifica-

tion notices Iin lieu of the markxngs and stamps otherwise
required. Such notlces mav be attachéd to the storage unit
containing the downgraded or declassified méter;al. They shall
specify the authority for the downgrading or deFlﬁﬁFifiC§§iQﬂ
action, the date of the action‘tﬂd the storage unit or ﬁnité;to':
whict it applies., The instruttioné shall insure that when
individual downgraded or dec1a581fled documents or other materlals
are W1thdrawn from storage unlts except under the circum-

: .
stances governed by paragraph (3) below, such doctﬁents or other
materials shall be promptly marked or stamped thh the classi~

fication status, if any, of the information they contaln.

(3) When documents or other materials subgect to a down-

grading or declassification notice under paragraph (2) above

are withdrawn from oné&: storage unit for transfer to another, or

a storage unit tontalnlng such documents or other materlalo, is

. transferred from one place to another, and time does not permit

a

the marking of each item, the transfer may be made if the

notice is attached to or remains with each ' shipment,

L]
2 3

“« 37 w
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(k) In addition to the markings required elseubere in
this section, one or more of tﬂe followlng warning notices shall
‘be prominently displayed on classified documents ér materlaIS.
Where display of these warning notices on the documeﬁts or

-

materials is not feasible, the warnings shall be included in
- 5-\
the written notification of the 3581gned cla581flcation.

(1) For classxfled materlal conLalnlng Restrlcted

) g

Data as defined in the Atomic Energy Act of 1954, as amended:
"RESTRICTED DATA

This material ‘contains Restricted Data ﬁs defined in,
the Atomic Energy-Act of 1954, as amended, Access
is res trlcted to persons possessing thc securlty
"clearance prescrlbed .in the Act and requxrlng such
access. in the.performance of offlcial duties. Une- .
éuthorized repréduction and transmission of this
material is prohibited. Failure to comply with the
foregoing cduld r;%ult in the imposition of a fine
‘and/or imprisonment, di;miésal or other digciplinary

“action," . co

i s

- Approved For Release 2000/09/$4 : CIA-RDP83-01022R000100040029-9
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(2) For classified material containing Formexly

-

Restricted Data, as defined in Section 142.d., Atomic Enecrgy

Act of 1954 as amended:

-

"FORMERLY RESTRICTED DA’I.‘A

. .'\
» Handle as Restricted Data in foreign disseminatlon.
g-ln
This mater1a1 contains information relatlng 4o - the~"“'

national defense of the United States within the

-

meaning of the e5plonage 1avsa Tltle 18, U. S C.»
Secs. 793 and 794, ACC@QS is reutricted to personse
posgesqinﬂ the requ131te socurlty clearance and requlrlﬁg

such access in the performanee of official duties.
_Unauthorlzed Y'eproductlon and, transm133lon of this

material is prohibited. Failure to'comply with the
foregoing could result in the imposition of a fine and/or

imprisonment, dismissal or other disciplinary action."”

-

(3) For classified material containing information
" ) b

affecting national security other, thad described in'(1) and (2},

above: | . .

~

' Approved For Release 2000/09/14 : CIA-RDP83;0'1' 022R000100640029-9
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in (1); (2),m6r”(3§, abéve; as épﬁfépfiaté.""

S

Approved For Reiéase 2000/09/14 : CIA-RDPB3-0’4.922R00010.%040029-9 h

"This material contains information affecting the

 security of thé United States. Access 1s restricted
to persons possessing the requisite security clearance.
and requiring sﬁch access in the performance of

official duties. Unauthorized possession, retention,
reproduction or transmission of this material is pro-

et w
-

hibited, TFailure to comply with' the foregoing could

"result in the imposition of a fine and/or imprisonment,

and, in the case of government pérsonnel, dismissal or

other disciplinary action."

..‘

(4) For classified material containing sensitive
intelligence information, the following warning notice shall

be used, in addition to and in conjunction with those prescribed

-

"WARNING NOTICE-SENSITIVE
_INTELLIGENCE SOURCES AND
* +.METHODS INVOLVED"

/|

Approved For Release 2000/09/£4: CIA-RDP83-01022R000100040029-9
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‘ ;Section 6. Custody and.Safckeeping: Classified information

,or material may be used, possessed, or stored only where there

-

are facilities adequate to prevent unauthorized persons from

gaining access to it. Whenever such informatjion or material is

- -

not under the personal supervision of its custodian, the follow- .
- .. . .'\

ing methods shall be used to protect it: .

(a) Storage of Top Secret Information and Materiali.-Top .~

-~
'y

Secret informatién and material- shall be stored in a safe or
safe-type steel file containerqhaving}a three-position diél-type
combinatién lock, vault or vault~type room, or other storage
facility which meets the standards established under the pro-
visions of (¢), below, and which minimizes the possibility of
'unaﬁthorized access to, or the physical theft of,rsuch infor-

.. ﬁ'-»'
mation and material., : -

(b) Storage of Secret and Confidential Information and
Material: Secreﬁ and .Confidential informatidn and material
may be stored in a mé%ner‘authorized for Top-Secret information
and material, or in é container or vault which.meets ﬁhe
standards established under thefprovisions'of-(c), below.

(¢) Establishment of Standards, Specifications.and Supply

Schedule for Security Equipment: The Administratbr, General

! @

Services Administration, or his-designee, shall, in coordination

Approved For Release 2000/69/34 :-CIA-RDP83:01022R000100040029-9
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with the hea@s'of agencies, or their designees,, establish and
publish the standards, specifications and supply- schedules for
containers, vaults, alarm systems and associ;ted security
devices suitable for the stor?gc‘and protection of'ciassified
material. Howevef, nothing in this Order éhaii prevent the

'

head of any agency ‘or his de81gnee from establlshlng for the

—
-

use of such agency equal or more stringent standards: Whenever,
new °ecur1ty equlpment is proceeed it shall be in conformance
W1th the foreg01ng standards and Spec1chatl0nS and shall, eo
the maximum extﬂnt practlcable, be of ‘the type designated on
the Federal Supply Schedule, General Services Administration.
(d) Other Pxotectlve FaClllthS Heads of age501es
shall prescribe such protectlve fac1llt1es as ma& be necessary -
in thelr agenClPS for material orlglnatlng under staeutory

provisions requiring protection of certain information.

(e) Changes of -Combinations to Security Equipment and De-

- "vices: Combinations to security equipment and.devicées shall be

/

changed, only by persons having appropriaﬁe security clearance,

whenever such equ1pment is placed in 'use after prdcurement from'

the manufecturer or other sources, whenever a person knowlng the

LA )

. = 37 =
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combination i{s ‘transferred from the office tb whiéh the

-

equipment is assigned; or whenever the combination has been

]

subjected to compromise, and at least once every

year.,

Knowledge of combingtibns shall be limited to the minimum

number of persons necessary for,operating purposeé. Rgcords

’

of combi nations shall be classified no lower than “the highest

]

category of classified information or materlal authorizéd £6£

storage in the securlty equlpment " concérned.

i

(£) Custodian's Respon“lbillthS‘ Cuotodlans of c1a951fied

material shall be reSponSLble for prov1dlng protection and accounta-

®

bility for such waterlal at all times and partlcularly tor 1ock1ng

-

classified maLerlal in approved security equlpment whenever it lS

not in use or under direct supervision.of author
™ . ..

" Custodians shall follow procedures which insure

' persons do not gain access to classified informa

by 'sight or sound and. ClaoSlflGd information sh

" discussed w1th or in the plesence of unauthorlze

\

(g) Telecommunlcatlons Convexsation5° Gl

tion shall not be revealod in telecommunlcatxons

except as may be authorlzed under Section 8 here

communications circuits or syotema,'

1zed employees.
‘that unauthorlzed
tion or maﬁerial
all not be

d per801s.
3531f10d informa-
‘Convexsatlons,

of Wlth respect

" to the transm1331on of classified information over,approved

Approved For Release 2000/09/14 : CIA RDP83- 01022R000100040029 9
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(h) Loss or Subjection to Compromise:: Anyﬁéerson in
thé éxecutive branch who has;kﬁowicdgc of the loss or poésible
compromise of classifieduinformatiOn shall immediately_repofﬁ
the circumstances to a designated official of:h{s.agegcy who,
in turn, shali promptly notify.the originating”agqpcngnd any
other agenciles Rnown éo have an intérest in or that mayhhe‘*".,

v
R ~
g

affected by the loss or bossible comprémise. That of£1c1a1

- shall cause ufficient lnqulry to'be made to provxde information

upon which to base corrective measures to preclude similar

o
2 °

losses, to asgssess damages, if appropriate, and take administrative,

_ d1sclplinary, or legal action as the case may lndlcate. N

. e

e
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Section 7, Access;, Dissemination and Accountability: The

fdilowing special rules shall be observed in connecfion with

‘access, dissemination of and accountability for classified

- ' wr

information and material:

PO

“(a) Limitations- on Access’ Except as pfovided:in (b),

below, the following limitations on access to cla531f1ed 1nforma-

tion or material shall apply'~ i

No person shall be given access to official infonnatlcn
or material cla551fied under the provisions of this Order ,;

unless the head of an agency listed in section 2(a) or (b)

r his designee has flrst made a detcrmlnation of ellglblllty

' for such’ access’ pursuant to applicable statutes,’orders, and

lmplcmentlng,regulatlons of the agency concerned Each deter-

_Inlnatlon of eliglblllty for access to classified information
- or materlal (security clearance) shall Specify in writlng the

hghest classification category to whlch it appliese Such an

eligibility determination shall not, by,itself, .automatically

entitle or authorlze the person to whom it appllCS to have

L]
access to any partlcular classified 1n£ormatlon or material,
In order to gain access to any particular clasaified information

or material a person must,

. Approvéd For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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in addition to possessing a security clearance, be found to have
a need for access to such information or material in conncction

with his performance of ofﬁicial duties or contractual obligations.

- -

The determination of "that need shall be made by'officials possess-
Y

ing and having responslbxllty for the safeguardimg o the classified

-

information or material invdlved undet the provxslons.ot-thxs' -

-~

Order. When thcse offlclals determine rhat persons, though

digible, no longer hagve a need for partlcular classified informa»

9 *»

tion or material, they will take- appropriate action to insure

that access to such-classified infomation or material on the
o pamt of such persons 1s discontiﬂhcd without prejudice to their
- : - i ..0..) .' . = - A-‘ . . PR .' .. wa . - - . ’ . .

security clearancc.

(b) Dlssemlnatlon Qutside the Executmwe Branch (Gencral)

(1) Except as provided in Executive Order 10865, but

subject to all other provisions of this Order, the head of an

't

‘agency listed in section Z(a) or (b) or his designee'may
authorize the d}ssemlndtlon of classified 1nformhtmon or
métérial”outﬁidé“th¢J9xecutiVE“hranch“only whgn,*prlor‘ho such
dissemination, a determination is made ‘by the'authorizing

‘o fficial that: e - | |

' App;’Q\;ed, For Release 2000/09/14 :,CIA-RDP83-0‘!022R006100040029-9
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“ — . - [*2 - ) R N
‘a8, knowledge or possession of such information
| or material is required -by the intended recipient and is

consistent with the interest of national security;

»

:Q,"thé intended recipient is determined to be
. . .. A

s trustworthy in accordanée with the standards of the

disseminating agency concerned; ’ L LTl

) N c. the Intended recipient can and will safeguard

. S
i s,

the information from unauthorized disclosure in a mannex

“l

1

9 ¢

( consistent with the provisions vf this Order; and °

d. the information or material involved will not
" - be further disseminated withodt the express permission of
' the disseminating agency. i

! .

"~

i (2) When the official authorizing dissemination of

. classified information or material outside thg executive branch

. ]
i

'~ makes the determination prescribed in (1) above, he shall

" ocertify in writing ﬁhatﬁthe %nteﬁded recipient  of the informa-
tion or material meets the standard; of‘the'agehéy concerned
3"”fdr‘hccess”to the partiéular leSéifidd‘infofmation“or”material
| identified in the ceftificate. Such cértifiéatioﬁ shall entitle
..the”intended recipient,to access only to the informé%ion or

material identified in it, Tt shall expire at the end of one

| calendar year A :
Apprp_véd For Release 2000/Q9/14': CIA-RDP83-01022R000100040029-9
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from the date of lssuance, but may be renewed by a certifying

" official upon his making the same determinations required for

-

its original issuance,

(c) Notwithétanding all of the foregoing provisions of
this section 7(b), heads of agencic¢s listed in section 2(a)
‘ - .. AN
and (b) shall establish procedures whereby, consistent with

all other provisions.of'this Order, other orders and. appllcable

-
-

statutes, classified 1n£ormaLlon or material may be dlssemlnated
3 y

to the Congress and the judiciary condltloned on the need for

such access in’ the exercise of their official duties.

(d) Persons who have previously occupied pollcy-maklng

j posntlons to which they were appointed by the President and -

confirmed by the Senate may bp granted access to classified

_.1nformatlon,or_mater1al without making thendete;mihatibn_of

need otherwise_requiped by subparagraﬁh (b)(l)é. of this
Section. Access under this subsection shall be limited to

that information and matbrial for which the former official,

whlle in federal employmcnt was either prlmarlly responsible

~for. originating. or rev;eWLng, or. which was prepared for his_, _

signature or addressedwto him,

(e) InformationQOriginating in Another Agency? Except

as otherwise provided by section 102 of the Natlonal Security

Apprbvéd For Releasg 2090[4)?/1._4 : CIA-RDP§3-0102_2R900100049029—9,
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Act’ of July 26, 1947, c. 343 61 Stat. 498, as amended, 50 U,S.C,

sec., 403, classified information originating in another agency
shall not be disseminated outside the receiving agency W1thout

the consent of the orlglnatlng dgency., Those portlons of docu-

" ments and materlal which contain. Top Secret 1nformatlon shall

not be reproduced wahout the consent of the orlglnatlng apency.

(£) Information or material bearing the notation. "WARNING

NOTICE - SENSITIVE INTmIGE\ICE-soumES AND METHODS INVOLVED",
'shall not be dlssemlnated outside authorlzed channels or
' released publlcly in any manner w;thout the perm1881on of the
originating agency and an assessment by the appropriate
1ntelllrence chief as to the risk to the natlonal securlty and
'to the 1nLelllgence souLces and.$eLhods 1nvolved | :”'f'

(g) Documents or other materlal bnarlng Lhe warnlno

(3) shall not be dlssemlnated outside authorlzed channels or

.releaced puollc y in anj manner without the perm1881on of the

' orlgln Llno abeﬁcy

;
]

. (h) Accountablllty Procedures Heads of agen01es shall

b
......

prescrnbe such accountablllty proceduros as are necessary to

~control ehxectlvelyvthe dissemination of cla851f1ed information

' or material. Particularly stringent controls shall be placed

Approved F.or Release 2006/09414: CIA-RDP83-01022R00010004'0029-9.
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on information or material classified Top Secret under this'
Order. Top Secret Control Officers shall be.designatéd, as
required, to receive, maintain current accountability records
.of, and dispatch Top Secret mgterial,. A physical inventory

of all Top Secrect méterial shall be made at least annually

- e i\

_ where sﬁph an inventory can be conducted without unduly inter-
Afering'Witﬁ“day-to~dayiopep§tions. In cases whérefthéiTo§f~—
Seérgt'materiél held is of such™ large vélume, as in the casé'
‘:of'ﬁhé‘ﬁationai Archives or otﬁen 1ik§ records repositoriés
-.6r’1ibrarieé, that é IOd?percént invehtory caun;t be'conducted”
_annually without unduly interfering with déy-té—déy operations,
ﬁéads of agéncieé may,authorizé procedurGS'which‘wiil assure'm
,;éull accountability annually for at least all docuﬁéntsvand

. maﬁerialrto which access has been:givé; in the pqét 12 mbnthé'

and 10 percent of the remaining Top Secret inventorv. Proper’

control of other classified material, including current

accountability records for Secret material, shall be maintained

at all times. The number of copies of dorument containing

classifiad information shall be kept to a mlnlmum to decrease

the risk of -compromise and the financial burden on the govern-

9

ment of p*otectlng such dccuments. ’ o .

' =45 - -
Approved For Release 2000/09/14 : CIA-RDP83- 01022R000100040029 9
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dcaartmenL or agcncy, information or materlal classified under

" the provisions of this Order shall be prepared and transmitted

»

-as follows:

(a) Preparation for Transmission: Such material shall be

enclosed in opaque inner and cuter covers, The, inner cover shall

“x

be a sealed wrapper or envelope plainly markéd with the assigned

\

classification and address, The nuter cover shall be sealed and -
addressed thh no 1nd1catlon of the élas31f1catlon of its cUntents;
A receipt shall be attached to -or enclosed in the inner cover,
except that Cénfidential mate;;ai'shali require a receipt only if

the sender deems it necessary. The receiﬁt'shall identify the

addressor, addressee, and the document, but shall contain no "

. classified information. It shall be signed by the recipient and

i

returned to the sender. ‘ _ 1“.

PR - -

i ALTERNATIVE T

(b) Transmitting Top Secret Material: The transmission of

' Top Secret material shall be effected preferably by direct contact

of officials concerned):or, alternatively, by specifically de-

| signated personnel, by State'Departmen;;diplomqﬁic pouch, by a

messenger-courier system especially created. for that purpose, over

communications circuits in encrypted form as may be authorized by

. -

the United States Communications Security Board or .by other means

autﬁorized‘by the National Security Council; except that in the .

case of information transmitted by the Féderal Bureau of Investi-

gationy Sﬁ‘r%‘i‘ze‘der—%’rsRé’l’éa “ibbBiﬁs?H’ " JARBRsY Hid22Rotib00826624:8
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by the Dircctor, Fedcral Burcau of‘Investigation, unless express

reservation to the contrary is made in exceptional cases by the

-

originating agency,

ALTERNATIVE II

- -

{b) Transmitting Top Secret Material: The transmission of
: ' 2N

'T0p Secret materiai'shall be effected preferably'by direct

.contact of officials concerned, or, altexnatlvely, by ez

Y

SPECLflcally designated personnel by State Department

~diplomatic pouch by a messenger courier system especially

created for that purpose, over communlcations circuits in

encrypted form as mdy be authorized by the United States Com-

L)

munications Security Board or by other means authorized by
" the National Sédurity Council, except that gouriers and
.0fficials designated to transport Top Secret information,

other than Department of State Diplomatic Couriers, shall not

travel on commercial passenger aircraft on international

D

flights unless authorized by the head of an agency or his
designee. In the case of information transmitted by the
Federal Bureau of Investigation,” such means of transmission

may be used as are‘approved by the ﬁirector, Federal Bureau

| - -
of Investigation, ynless express reservation to the contrary

is made in exceptional cases by the originating agency.

- Approved For Release 2000/0911;I74 : CIA-RDP83-01022R000100040029-9
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{(¢) Tronsmitting Secret Information and Material:
(1) Within the forty-cight contiguous states,
Secret information and material may be trans-

mitted within and between the forty-eight contiguous states

’

and District of Columbia, or wholly within the State‘of

4

' Hawaii, the State of Alaska or the Commonwealth of Puerto

e L
- .

Rico by: B o s

"

a. ~ One of the meagé authorized for Top

' Secret information and material

- b. The United States Postal Service registered

°
. o o e
! " . » - 2 . .
& e . . . )
. mail ) .
- . a P cea . P e . I DRI R P
TR G )
- wen s .. - as e ea s mem » P L e , e . B e s e « - . b A s e e
)
) ‘. v
B 3% 7. . N
-
«
b |
I »
b - Ay T S . T P
- -
.
.
'
. °
* ¢
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L+ Postal services of the military departments

d. Protective scrvices prov1dcd by air or surface

-

commercial carriers under such condltlons as may -be prescribed by
the head of the department or agency concerncd

(2) Other Areas, Secret 1nformat10n and material may be
transmitted from or to or W1th1n areas other than thbse specified
in (e) by:

- ‘-;l g y
- -

8. one of the means established Ffor Top Secret’

-

information and material; .
' b. captains or masters of vessels of Unitell States
registry under contract to Lhe department or agency concerned;
£. United States rcgistered maill through Army, Navy.

or Air Force Postal Service fac11Lt1es prOVlded thaﬁ material does

not at any time pass out of United SLateb government and United

-,

States citizen control and doeé not pass through a foreign postal
system; |
d, coméercial aircraft under charter to the United
States and military or other government aircraft,
(3) Between United SLates Government or Canadian Govern-
ment Installations., Secret information and material may be trans-
mlttcd betWeen UnlLed“StaLes governmcnt or Canadlan government ine

stallatloﬂu, or both, in the forty-eight contiguous states, the

District of Columbia and Canada by United States and Canadian

reglster%}pb vk d B REfdEs:5600109A4]: CReRDRS3-01022R000100040029-9

- (4) Electrical Communication Circuits, Seeret
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circuits in encrypted form authorized by the United States

Conmunications Security Board or as otherwise authorized by

»
.

the National Security Council.

(5) Other means of transmission. Heads of agencies

-

or their designees for that purpose hay'auphorize the use of

. .- Y )
the United States-Postal Service registered mail outside of

the forty-eight continguous states, the District of Columbia,

- L~ .

the State of Hawaii, the State of Alaska, and the Commonwealth

‘of Puerto Rico if warranted b§ security conditions and essential

~. .

oﬁerational requirements provided that the material does not
at any time pass out of United States govermment and United
States citizen control and doés not pass through a foreign

postal system,

o .- e A . L - S T T

".'(d)' Transﬁipping anﬁidgpﬁialjfhforhaéion and_@aterialf
Confidential informationfand material shall be transmitted
within the forty-eight contiguous states and the District of'
Columbia, or whollyt%ithin Alaska, Hawaii, the Commonwealth
of Puerto:Rico, or a United States possessioﬁ, by one of the
means established for higher,@lésgiﬁicationsl or by certified
mail. Outside thése areas confidential inﬁormatioh.and

material shall be transmitted in the same manner as authorized
L } .
. ?

for higher classificatioms,

(e)  Within an Agency: Preparation of classified material

foEAppnm\iaecd.Epi&eleaselzmmﬁSMﬂSSEMR&P&&emMZRQ@D‘IEOOMOOZQ-Q
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agency shall be governed by regulations, issued by the head

of the agency, insuring a degree of security equivalent to

thdt outlined above for transmxssxon out81de an agency.

-

(£) The head of any agency having authorlty to orlglnally
cléssify information or mater1a1 as "ConfldentlalP may, in

the EhGLClS& of his dlscretaon, by rule or regulatlon prOVLde

~ o
"

alternate or uddltional methods for the transmlssion of

material classified VConfidentLal",outside of the agency.

”

Approved For Release 2000/99/1,4 : CIA-RDP83-01022R000100040029-9
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-~procedures established By the head of the agency which meet

of classified material,

Yo

' 'Approved For Rglease 2000/§9/14 : CIA-RDP83-84022R000100040029-9

Scction 9. Disposal and Destruction: - Documentary record
material made or received by a department or agency in connection
with transaction of public business and preserved as evidence of

the organization, policies, operations, decisions, procedures or

other act1v1t1es of any agency of the government, or because of

the informational value of the data contained therein, may be

- d e

destroyed only in accordance-with applicable statutes. Non- ..

’record classified material, consisting of extra copies and

duplicates lncludlng shorthand notes, prellmlnary drafts, used '

P

carbon paper, and other materlal of 51m11ar temporary natire,

_may be destroyed as soon as it has served its purpose, under

the followxng requirements: S

(a) Methods of Deeructlon Classified materiai shall be

" completely destroyed by appropriate methods authorized by the

" “"head of each agency.” -,

~(b) Records of Destruction:' Appropriate accountability

records maintained in the agency shall reflect the destruction’

o . PR

« e

Approved FQI’ Release 2000/09/14 CIA-RDP83- 01022R000100040029-9
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L + Section 10, Implementation and Review Responsibilities:

(a) To promote the basic purposes of'this brder, the head
“of éach'agency originating or handling classified information or
- material shall designate, from within available resources:
(1) A member or members of his sﬁaff who Fhall conduct
‘ a continuing review. of the implementation of'this Oéﬁer within
2- the égeﬁcy concerned to insure Lhat all 1nLormatlon classxfled .
\ in 1e11ance on this Order 1§ properly cla351fled downcradea and
i declassified, anrd to 1naurelthat classified information or material
‘ ‘ , : _ _ L .

N

is properly safeguarded in conforﬁity.hérewith. Y

(2) Experienced persons to coordinate‘and supervise the
~activities applicablg to their agencies under this Order. Persons
so designated shall be éuthofiéed on beﬁéif éf.thénﬁééaé bf o
: agencies to establlsh adequate and actxve programs Lo the end
that Lhe provxslons of thlS Order are admlnlstered effectively,

(b) The head of each agency shall assure that active train-
ing and orientation‘prégrams are established and.maingéined for
employees conccrned with cla581£1cd 1nformatlon or material.,

- Such programs shall lnclude, as a minimum, . the brleflng of

i new employees and periodic reorientation during employment
to impress upon eaéh %is individual responsibility -for exercising'
vigilance and care in complying with the proQisioné of this Order;'

Additionally, upon termination of employment or contemplated

Approved For Release 2000/09/14 : CIA- RDP83 01022R000100040029 9
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terporary separation for a ler"«dﬂy period or more, ployecq

L]

;

shall be debriefed and each remindcd of the provisions of
ritle 18, U.5.C., sections 793 and 794 and other applicable
stﬂLutos or orders relatlng to penaltics for unauthorlyed dis=

closure. Each such employee hall 2150 be 1mpressed thh his
individual responsibilities with respect to the requirement

for continued protection of the classified material to which

-t -

he has had access, o - ~

(¢) The National SecurityﬂCouncil shall conduct a con-

tinuing review of the implementation of this Order to insure

that classified information or material is properly safeguarded

in conformity herewith.

-

(d) (ALTERNATE I) The President shall designate a member

of -the executive branch who shall be ch§irman'of an inter-

I

agency committee composed of representatives of such agencies
which criginate or receive classified information and material,

and of such other agengies in the executive branch, as the
President shall designate. Each member of the Committee shall

at_the time of his appointment be autHorlzed to have access,

to "Top Secret'" information and material. ThlS Commi.ttee

shall meet regukarly, ‘and shall make recommendatlons to the

President to insure compllance with the provxsions oﬁ thls

Apbroved For Release 2000/09/143: CIA-RDP83-01022R000100040029-9
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Order. The Committee shall review suggestions or complaints
.from persons within or without the exccutive branch of the:
federal government with respect to the administration of this

Order. The Committee chairman may, at his discretion, seek

»

advice from persons outside the government in assisting the
. . . . ) .. ..\ t.
Committee to discharge its functions. Upon the Comnittee's

request, any agency shall furnish to the Committee any -

e A
-

-
-~

particular documents which it has classified., The Committee;

P

in handling classified document$ which it has received from

N

other agencies, shall comply with restrictions contained in,

L

this Order relating to classified material,

(d) (ALTERNATE II) The President shall designate a

"member of his staff who shall chair an interagency committee

composed of representatives of all departments, agencies, and

governmental units which originate or receive classified

" information and material. This Committee shall on a continu-

ing basis review and take action to ensure compliance with

this Order. The Committee further shall receive, consider,

. and- take action upon suggestions or complaints from non-

governmental sources relating to the operation of this Order.

The Committee chairman may at his discretion seek advice

®

from the academic or other mnon-governmental areas in the

A T

5] . * ’ '
Approved ForBelease 2000/09/14 : CIA-RDP83%1022R000100040029-9 °
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functioning of the Committee.

- .

{d) (ALTERNATE III) The President shall designate a

member of the executive branch who shall chair an interagency

-

committee composed of repregentatives of the Departments of
. ‘A

State, Defense and Justice, the Atomic Energy Commission,

the Central Intelligence Agency, and such other agencies in..

~

the executive branch as the President shall designate. This

-

committce shall on a continuing-basis review and take action

)

to ensure compliance with this‘ ‘Order. [with particular
reference to the objective of kecping citizens informed to

the maximum extent possible consistent with protecting'infor-
mation the release of which would be inimical to the national

sccurity interests of the United States.] ~The committee

Ll

shall further receive, consider, and take action on sugges-
tions or complaints from persons within or without the
executive branch relating to the operation of this Order. The
. committee chairman may, a£ his discretion, scek advice from
persons outside the government i‘n assisting the committee to

discharge its functions. Upon the committee's request,
i

Cown

an agency shall furnish to the Committee any particular

documents or materials it has classified.. ' '

Approved For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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(e) The Attorney General, upon rchOQL cf the head of an

agency or hxs duly designated replosentatxve, shall porsonally

"or through authorized representatives of the Department of

Justice rvender an interpretation of this Order with respect to

PR

any question arising in the course of "its administration.

P i

i

Approved For Release 2000/09/14 56IA-RDP83-01022R(.)00100040'029-9
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Section 12, "'Rcstric‘tzid Data, " Material Formexly Designated

as "Restricted Data," Communications Intelligence, Crypto-

graphy, and Intelligence Sources and Methods:

"
o

vy (a) Nothing in this order shall supersede any réﬁuir‘e\mcnts

made By or under the Atomic En'crgy_ Act of August 30, 1954, as ;
NEKL

o

. ™0 amended, "Restricted Data," dnd material formerly designated as

N
"Restricted Data, " shall be handled, profected, classified, down=-

‘graded, and declassified in conformity with the provisions of the

| . ’ P T |

" . Atomic Encrgy Act of 1954, as amended, and the regulations of *

| ' " the Atomic Energy Commission.

(b) Nothing in this Order shall prohibit any special reﬁuire-
‘ . b - ]

P u T [

ments that the originating agency or other appropriate authority

. . ™ . .

may impoée with respect to the prote ction of communications
intelligence, cryptography, intelligence sources and methods, and

matters related theret :’

" Approved For Release 2000/09/14 : CIA-RDP83-b1022R006100040029-9
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Section 13t Clombat Opecrations: The provisions of this

* ,
-

3

Order with regard to dissemination, transmission, or safckecping

of clavvified information or material may be 50 modified

-

in connectlon with combat or combat-related operatwns as the
. Ay

Secretary of Defense may by regulatmns prescribe. ;
YA

e e mgee e P
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Scétion 14, Exceptional Cascs: When, in an gxeeptional.
‘case, a person or agency r;ot authorized to classify information
originates ir'xformation which is believed to require cla.ssification,
such pcrsoﬁ or agency shall prc;tcct that inférmaéion i:q the. manner

prescribed by this Order for that category of classﬂ:ed mformatxon

i .

into which it is bclleved to

,_--v"— -

fall, and shall transmlt the mformatmn

. forthwith, under appropr:ate safeguards to the agency l

N

or perscm having both the authority to'classify information and a

direct official interest in the information (preferably that .

agency or person to which the information would be transmitted ]
. in the ordinary course of business), with a request that

.

such agency or person make a determination as to classification.;

-,

¥
!
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Section 15, Unauthorized Disclosure by Government
Personnel:
A. The head of each department and agency is directed
to take prombt and stringcht admi’nistrative ac’tion aigain’sg any
oiﬁ.cer or employee of the United States, at any level of employment,

dotermined to have been knowingly responsible for'any release or |

disclosure of classified national security information or material
except in the manner authorized by this .order, and where a violation

of criminal statutes may be involved, to refer promptly to the

Department of Justice any such case.

B, Criminal Sanctions. The Committee believes that there

are three options available to the President insofar as the alteration
: ' -
of existing criminal sanctions against unauthorized disclosure of

classified information are concerncd. These alternatives are as

follows: ’

Y«

1. Leave existing law unchanged.

2. Amend 18 U.S.C. 783(b), which presently
makes it a criminal offense for any United States
employee or official to disclose classified informa-
tion to a fOrcign agent, as follows: (a) ‘py deleti;xg the

requirement that the disclosure be to a foreign agent.,

The crime would then consist of disclosure classified

Approved. For Release 2000/09/14 : CIA-RDP83-01022R000100040029-9
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" information to any unauthorized person by a government
“employee; (b) by adding the .requirement that the clagsgifi-
cation assigned must have been either "SECRET" or
"TOP SECRET." - S
l | 3. In addition to the t?pe of legislation described
in the preceding paragraph, seck legislation nearly- = T T
coextensive with the Britisl'm Official Secrets Act, which
would impose criminal penalties not only on the employee

who divulges the classified information, but on the

recipient of the information,

a.¥
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Section 16, Revocation of Executive Order No. *10501:

-

Exccutive Order No, 1050) of November 5, 1953, as amended, is

revoked as of the cffective date of this Order, )
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Section 17, Effective Date: This Order shall f:ccome_

effective on and after the first day of the fourth calenda month

R . [ 3
commencing after the date of the Order, .. .
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